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ATSE SUBMISSION ON AUSTRALIA'S DATA STRATEGY 
The Australian Academy of Technology and Engineering (ATSE) is a Learned Academy of around 900 
independent, non-political experts helping Australians understand and use technology to solve 
complex problems. Bringing together Australia’s leading thinkers in applied science, technology, and 
engineering, ATSE provides impartial, practical, and evidence-based advice on how to achieve 
sustainable solutions and advance prosperity. 

ATSE welcomes the opportunity to respond to the Department of the Prime Minister and Cabinet’s 
consultation on Australia’s Data Strategy. 

SUBMISSION SUMMARY 
Data sharing remains a challenge in many organisations, with a strong focus on data privacy. In 
practice, the real concerns relate to not only privacy but also sensitivities of the data, data quality, and 
the impact of decisions made from insights generated from the data. Given these concerns, it is ATSE’s 
view that the Australian Data Strategy should include:  

Recommendation 1: A nationally consistent approach to metadata requirements.   

Recommendation 2: A nationally consistent assessment of data quality measures.  

Recommendation 3: Develop and adopt consistent patterns of data sharing.  

Recommendation 4: Nationally consistent and unambiguous definitions of Personal Data, Personal 
Information, and Personally Identifiable Information 

Recommendation 5: Nationally consistent standard on terminology, use cases, ways of sharing, roles 
and responsibilities, governance, and security.  

Recommendation 6: Moving away from the Five Safes framework in favour of more sophisticated 
data sharing/data use risk frameworks. 

Recommendation 7: Encouragement for organisations to follow best practice in securing customers’ 
personal data, and penalties for preventable breaches.  

Recommendation 8: Include within the strategy an approach that establishes Indigenous Data 
Sovereignty over data about Indigenous peoples that may impact on the lives of Indigenous peoples 
and communities.  

SUBMISSION DETAILS 
Importance of Metadata  

Every time data is transmitted, used, or analysed, it changes. This change may be in context, the data’s 
history, the people with content knowledge, or the data itself (for example, from compression or error-
prone transmission). At every step, these changes create metadata that describes the journey so far. 
If this metadata can be captured, it can be used to address some of the major concerns that ‘upstream’ 
data custodians have about ‘downstream’ use for data shared through different methods.  

Metadata Types 

Metadata can assist in deciding if the data is useful to a potential user, and whether a data holder 
can release the data.  It can also help join data sets across spatial or temporal boundaries, and 
understand fitness for purpose in:  

• Chain of governance / authorising framework 
• Data provenance 
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• Data quality  
• Guidance / prohibitions on use (and reuse) 
• Discovery 

 
Metadata to Describe Datasets  

Metadata can be used to describe entire datasets, which then makes those datasets more searchable 
and accessible. Useful metadata parameters include those which a potential data user might 
reasonably search, based on: 

• subject / key words 
• spatial location  
• data age 
• whether the data is accessible by default or not 

 
For example, imagine a query, "Health Data from Logan Qld between April and May 2000" serving 
up only data which is sharable depending on who is requesting. After a data set is found, the 
question then becomes whether or not the data can be shared by default, or if permission must be 
sought from the current custodian.  

Consider Mandatory Metadata Parameters:  

Mandatory metadata fields should allow the data to be discoverable, useful, and reliable based on 
the metadata. Where possible, mandatory fields should avoid creating future problems. Suggested 
common mandatory metadata fields should include:  

• Collection Date: International date format YYYY/MM/DD   
• Collection Location: minimum State or Territory Level (may be more than one state or 

Territory) 
• Data Lifecycle Management: in a format relevant to the originating jurisdiction e.g., OFFICIAL: 

Sensitive – Health information 
 

Metadata fields such as “Data custodian” and “Point of Contact” are examples of parameters which 
could create barriers to data utility by creating a legacy data or data currency challenge, or the need 
to create future workarounds. Better parameters could be: 

• Original Data Custodian: format free text   
• Original Point of Contact: format free text 

 
These parameters could be updated over time, however, someone accessing the data could track down 
the chain of data custodians or points of contact.  The development and adoption of nationally 
consistent metadata requirements would give data custodians more confidence when assessing how 
or whether to share data. 

 Data Quality Requirements are Dependent on Use 

Variable data quality is a source of concern about releasing data, ranging from concerns about the data 
reflecting poorly on the data custodian to concerns about poor-quality insights or data products being 
generated from poor-quality input data. If the data quality is not known, then appropriate care may 
not be taken with data products or insights generated, and how they are used. Development and 
adoption of a nationally consistent approach to assessing data quality would help address these 
concerns about data fitness-for-purpose.  
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Consistent Patterns of Data Sharing and Use 

When sharing data between organisations, usability might be reduced. To prevent this, ATSE 
recommends the following protocols:  

• tracing and assessing the chain of authority to receive and use data 
• following the flow and use of data in digital or non-digital formats 
• capturing and enhancing at each lifecycle stage the metadata on provenance and consent 

(or permission) to process and on-share 
• capturing and enhancing at each lifecycle stage the metadata on data quality  
• following the impact on the data itself as it moves between entities.  

 
In the simplest of data life cycles, two entities may trust each other and establish protocols for data 
sharing. Once the sharing of data becomes more complex, for example between multiple jurisdictions, 
more formal structure for sharing should be established. These structures should allow for 
confirmation of:  

• authority to receive and use data 
• authority to share data or data products 
• confirmation of governance capability, systems, and processes  
• confirmation of technical capability  
• confirmation of appropriate domain experience.  

 
Metadata that records external validation of these aspects would allow for flexibility in how data is 
controlled, from ‘very high control’ data sharing and use environments, to lower control environments, 
and ‘no control’ (or open) environments with no limitations on data sharing and use. The development 
and adoption of nationally consistent patterns of data sharing and use would give data custodians 
more confidence when assessing how or whether to share data.  

Ambiguity in terminology: Personal Data, Personal Information, Personally Identifiable Information 
and Reidentification Risk 

The concepts of personal information (PI) versus personally identifiable information (PII) are not clearly 
differentiated in regulatory frameworks. The term ‘personal information’ is typically used very broadly 
and is described differently in different parts of the world. While not uniquely identifiable, eye colour, 
hair colour and shoe size are all PI. The threshold question is then: When is a person identifiable?  

It is expected that the level of PI in a linked, deidentified dataset will increase as more people-centred 
datasets are linked. Conceptually shown in Figure 1, as more datasets containing PI are linked, a point 
may be reached where an individual is personally or ‘reasonably’ identifiable. The dataset is then 
considered to have PII. The epsilon in this figure is an indication of the difference represented by the 
gap before the ‘reasonable’ threshold is met.  

Can the threshold of PII and the definition of ‘reasonable’ be quantified? The answer depends on 
context. Some of the attributes of this context that matter include:  

1. Can an individual in a dataset (rows of people and columns of features) be identified as unique, 
based on a single feature or combinations of features?  

2. Can the unique row be identified in other datasets and so link information between datasets (for 
example, unidentified online browsing records)? 

3. Can the unique row of features be mapped to an actual person or small group of people, based on 
access to other data?  

4. Could someone observing the unique row spontaneously identify the actual person from the 
unique feature or feature combination, based on their own knowledge? 

5. Is an individual known to be in a dataset, and could their row be identified based on a subset of 
features? 
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6. Is an individual known to be in a dataset and knowledge the nature of the dataset (for example, 
patients with cancer) lead to inferred information about an individual?  
 

These contextual considerations require different controls for different environments to preserve 
privacy and avoid PI becoming PII. This includes screening who has access to data, controlling access 
to linkable datasets and providing prohibitions on use (and secondary use) of data and data products.  
 

 

 

 

 

 

 

 

Figure 1. Conceptualisation of a normalised Personal Information Factor (PIF) and the threshold point 
of reaching personally identifiable information (PII) 

A nationally consistent and unambiguous definition of the terms Personal Data, Personal Information, 
and Personally Identifiable Information would aid data sharing by allowing data custodians to assess 
risks before data sharing.  

The Need for Standards  

Standards are fundamental to systematic data sharing. Standards on terminology, use cases, ways of 
sharing, roles, and responsibilities, as well as governance and security are all important elements to 
ensure safe data sharing and use. A great deal of work is being undertaken on standards, which 
provides useful resources for data sharing frameworks. Standards Australia is the national member 
body at ISO1 and the IEC2, and JTC 1, their joint technical committee focused on intersectional 
information technology. The most relevant groups within the IEC/ISO/JTC 1 family include 
subcommittees (SC) for data sharing and use include:  

• SC 27 – Information security, cybersecurity and privacy protection 
• SC 32 – Data management & interchange. Working Group 6 (WG 6) on data usage. 
• SC 38 – Cloud computing and distributed platforms 
• SC 40 – IT service management and IT governance 
• SC 41 – Internet of things and digital twin  
• SC 42 – Artificial intelligence. 

 
The subcommittee on AI (SC 42), on cyber security and privacy (SC 27/ WG4) and on data usage (SC 32 
/ WG 6) are two important groups to watch as they develop their work programs. SC 42 explores 
generic data quality standards and issues of bias in data and algorithms. WG 6 explores terminology, 
use cases and ways of mitigating sensitivities of data sharing.  

Nationally consistent standards on terminology, use cases, ways of sharing, roles and responsibilities, 
as well as governance and security would help ensure safe data sharing and use. 

 

 
1 International Organization for Standardization https://www.iso.org/home.html. 
2 International Electrotechnical Commission https://www.iec.ch/homepage. 
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The Five Safes Framework is Not an Adequate Risk Framework 

The Fives Safes framework3 was introduced to try to address concerns around data sharing and use. 
However, it is not an internationally accepted framework, and is not sufficient to deal with general 
data sharing and use. It has limited the use and sharing of data to “open” or “closed” environments.  

The Five Safes framework is easy to conceptualise when considering cases of ‘extremely’ safe, although 
it does not unambiguously define what this is. Best practice may be established for such frameworks, 
but none of these measures is possible to describe in unambiguous terms as they all involve 
judgement. One of the great challenges of this model is the interaction between the risk dimensions. 
The project or purpose can impact people, data, setting and output; and data can impact people, 
setting and output. The ability to work out which risk dimensions are fixed, and which need to be 
adapted in response to these risk frameworks makes the approach an iterative process at best.  

Finally, the “Safes” focus on just one stage in the data life cycle, which is when data is to be analysed, 
without real consideration for the journey of the data to that point, or the stages after analysis. The 
model is silent on how to guide use of data insights (data products) after the “project” has completed, 
or how to deal with consequences of use of the data products.  

The Five Safes framework is insufficient for data sharing and has driven behaviours of data custodians 
into either “open” or “closed” with little thought for options between these extremes.  

Data Privacy and Ethical Use  

The data strategy clearly outlines the current steps being taken to ensure that data is secured and the 
rights of individuals to access and delete their data through the Consumer Data Right (CDR). However, 
until this reform is implemented across multiple sectors like telecommunications and health it will 
remain of limited use. While the CDR allows people to request personalised data is deleted it does not 
solve the problem of personalised data being on sold to external organisations. Improving metadata 
that tracks where data has come from but also when it has been passed on will allow people to easily 
control their own data and how that is used. 

 There is also an important omission in the data strategy related to the ethical handling of data. While 
the strategy outlines future moves by the government to ensure the ethical handling of data through 
data ethics frameworks more needs to be considered in the handling of data, especially personal data, 
in the private sector. The recent introduction of Security Breach Legislation in the United States has 
highlighted the need for strong legislated requirements for personal data gathered and held by the 
private sector to be protected4. Requirements for the private sector to adopt best practice standards 
including penalties for preventable data breaches should be considered as part of the strategy.  

Indigenous Data Sovereignty  

Indigenous data sovereignty is a growing global movement aimed at ensuring Indigenous peoples can 
govern the creation, collection, ownership, and application of their data5. It is a movement which is 
outlined in the United Nations Declaration on the Rights of Indigenous Peoples which Australia 
supports. IP Australia has recently undertaken consultations on Indigenous Knowledge and 3 of the 
key issues raised during this process were6:  

• Misuse of Indigenous languages, words, and clan names; 
• Misappropriation and misused of Traditional Knowledge; and  

 
3 See for example https://www.abs.gov.au/about/data-services/data-confidentiality-guide/five-safes-framework  
4 National Conference of State Legislatures, 2021 Security Breach Legislation (2021) 
5 Australian Institute of Aboriginal and Torres Strait Islander Studies, Delivering Indigenous Data Sovereignty (2019) 
6 IP Australia, Protection of Indigenous Knowledge in the Intellectual Property System: consultation report (2019)  
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• Use of Indigenous genetic resources and associated Traditional Knowledge. 

While the National Data Strategy includes a section on the importance of Indigenous data management 
by government and how it might improve social outcomes there is no mention of Indigenous data 
sovereignty. This sovereignty is a key component for Indigenous communities to have ownership of 
their data and needs to be considered as part of any national data strategy.  

 


